O6 yyacTum poCCUNCKUX cneunanmncTtoB B
PA3BUTUN KpUNTOrpapmUueCckmnx
NPOTOKOM0OB ceTen cBa3m 5G B 3GPP

NaBblgoB CtenaH

JlabopaTopusa Kpuntorpapum

«HIMK «KpuntoHUT»

PycKpnnTto’2022 KP!I'!ng
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(HaLI,I/IOHaanaH nporpamma «Undposasa skoHoMuUKa PP»
No nepeBoiy BaXKHbIX NHPOPMALIMOHHbIX CUCTEM Ha
oTeyecTBeHHble KpunTorpadpuryeckme anroputMsl C Lenbo
obecrneyeHVs Nx TeXHONOrMYeckom He3aBNUCMOCTH.

T O%
B Hosbpe 2020 roga B pamkax 3acesaHuisa MNpe3ngnyma

MpaBUTENbCTBEHHOW KOMUCCUN MO LndPOBOMY Pa3BUTUIO
yTBEPXJEHA AOPOXKHAsA KapTa pa3BMTUA MOOGUJIbHbIX
ceTein 5G A/19 pa3BepTbIBaHUSA TeNEKOMMYHUKALMOHHOWM
ceTu Ha 6a3e oTeyeCcTBEHHOro 060pyA0BaHNS 1 aNrOPUTMOB.

- J

«HIMNK «KpnnToHNT»
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LLE/b

3A0AYU

PE3Y/IbTATHI

CoctaB pa6oT «HIMK «KpnToHNT»

Peanu3aums CUCTEMHOrO NPOeKTa Mo PaspadoTke MHENKN POCCUIACKOrO 060PYA0BaHUS HEOGXOAMMOTO A1 CTPOUTENLCTBA MOGUABHbIX

ceteil cBa3n craHpapra 5G/IMT-2020, ¢ [anbHedWWM CONPOBOXAEHHEM DPAa3paboTKM M BBOAA B 3IKCMAYaTaLMIO POCCHIACKOrO

0060pyA0BaHMS
TexHonornyeckue busHec HIMA Cranpaptu3auvs JlaGoparopus
® Paspafotka  TexHonorudeckod f * AHanu3 v ouenka npuoputetHsix | ® Pa3pafotka HopMatueHo- | * Pa3pabotka npegnoxenuii, ux | ® Co3sganue COBPEMEHHOM
KapTbl 060pyL0BaHMS; DBIHKOB CObITa; NpaBoBbLIX aKTOB AN BHEApeHWa U | BHecexue v No66MpoBaHMe B YacTu | TENEKOMMYHUKaLMOHHOM
~ 3KCnAyaTauMM  paspabaTbiBaemMor: CTaHOApTM3auuMM  OTevecTBeHHbX | NaBopatopuu Ons TeCTUPOBAHWS W
* Pa3paGotka tex tpeboBaumid v T3 | * Pa3pabotka Ou3Hec nnaHa W yatalmi - pasp ? AapTM3aL goopatopu Az P N
060opynoBaH1s U MOBUAbHLIX CETER | kpunTorpadmueckux  anroputMoB | ceptudmkalim POCCHACKOrO
Ha OKP no «kaxpomy  Tuny [ CTpaTeruu pasBuTUS KOMNNEKCHOMO .
060pYA0BaHASE DOCCIICKOTO PELICHHS: CBA3W cTanpapta 5G6/IMT-2020; ans MOOMNbHBIX  ceTed  cBsi3w | 0OOpYAoBaHMs Ons  MOOMNLHBIX
' ' 5G/IMT-2020; ceteil  caasM  5G/MT-2020 u
* MOHWTOPHHT npouecca f§ * Pa3zpabotka thuHaHCOBO#M fpoBepku  00OpynOBaHMs  Ha
paz3paboTku; moaenu " NONUTHKK coBMecTumMocTs (IT Tectuposanme);
® T[lposefexne npegBapuTentHOro LieHO0GPa30BaHHS;
panMonNaHUpoBaHNs; * Paspabotka NPOAYKTOBO#
_ OKYMEHTALMW W <BUPTYaNLHOM
® Pacyer nMNOTHOI 30HbI; AOKY u Ty
BUTPUHbI;
L L] L] i L ]
© TexHONOrMYECKas Kapa OnucaHne pbiHKE € y4eToM Mpoektel HITA 1 conpoBoXaEHHE BHeceHue  npegnoxeHwid  no Onucanve  nabopatopud W
06OpYLOBaHHS U ONUCAHMUE K Hel; pACYeTa eMKOCTH; NPOLECCa WX YTBEPXASHUS; CTaHAApPTM3aUMA  OTeYeCTBEHHbIX ||CONPOBOXAEHME  npouecca  ee
. KpunTorpagiMyecknx. anroputMoB W | CTPOMTENLCTBE;
* Texuuueckue 3ananns Ha OKP no WSHEC — Mojenb  # - fnaH COMOBOXACHME  MpoLeCca X
pa3pafoTke 000pPyL0BAHNS; PasBuTvs,  BKIOUaA  LIEHOBYIO yTBEPXaCHHS,
NOAUTHKY;
® [peppaputensHoe
® Karanor  pa3pabatbiBaeMoro

paguonnaHUpoOBaHKWeE,

060pYA0BaHNS;
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PaspaboTka n ctaHaapTmM3aumnsg NpoTokonoB b6e3onacHoctM B 5G Ha bGase
DOCCUMUCKUX KpUNTOrpapuyeckmx airoputMOB B paMKax OBYX Harnpas/eHUn

o ™
—
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5G 3GPP

BBoaHas 4yacTb
«CraHpapTMsauusa pocCMMCKUX KpuntorpaduvyecKux MexaHM3MoB B CETSX CBS3U
5G/IMT-2020: 3apgaum, nepcnektusbl» (EkaTepuHa Ipnboenosa u ap., PycKpunto 2021)

https.//www.ruscrypto.ru/resource/archive/rc2021/files/10 _griboedova_drynkin.pdf
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5G 3GPP

(I'Ip06neMb| \

+ 3alunTble 3apybexHble anropuTMbl

« YcTapeBLUve NPUHLNMbLI NOCTPOEHNS KpUATorpadpuryeckmx
MPOTOKO0B, HaN4YKMe 60/bLLIOIO YMCa YA3BUMOCTEN

« OTcyTCcTBME HaNaXXeHHbIX KOHTAKTOB C OCTa/IbHbIMU
\ yyacTHrkamu 3GPP j

CtpaTerusa Ha 2021-2022 rop,
* YcTpaHeHuMe CyLecTBYHOLLVIX YA3BMOCTEN
« [prnobpeTeHne skcrnepTHOro Beca B 3GPP
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OcHoBHble 3Tanbl (MoANpoTOKONbI) 0becneyeHus
KpunTorpaduyeckon 6e3o0nacHoCTM B ceTax €Bs3n 5G

ECIES: Nepenayva naeHtndmkatopa aboHeHTa xl‘jg)

SUPI B 3awimieHHom smnae -
— a — TR 33.846

AKA-npoToKon: AyTeEHTUUKALMNA CTOPOH U
BbipaboTKa 0bLlero macrep-katoya

BolpaboTKa KntoueBoro matepuana gna
KaXX4oro tuna Tpaduka

SEIMAERISEIOVIE
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! Registration Request

@

[SUCH || RAND s | MAG4(K. SUCI || RAND,)] !

== | Extract SUPI
e —_——— - i Chack MAC,;:
- ~ \A | IF(IMAC,)then  Reject
-=" | 1HMAC) then
- ! +  Generate RANDy;
- MAC = Mpen(K, SQNye, RANDye, RANDys)
- Aliay, = 15,0,(K, RAND g, RAND,s)
- AUTN,, = 50N, 0 © Ay, | MAC,
- - '
=
( Chack MAC .0 p dH T np OTO K
IN(IMAC, ) then * oﬂ a
If (MAC,,..) then Check SQMye: .
If (1SQN,y . !
If (SONyz) then continue AKA protocal in a regular mode !
- |
i |
[ ! ;
i [MAC _failure] ¢
MAC* .., = 11" (K, SQNys, RANDye, RAND, s} |
N 2.3.3 Concema/commenta about the solution AR, = 18" pou (K, RANDye, RAND ) |
N ) . ) ) ] 17 | AUTS = SQNys @ AR e | MAC" s, i
\ We will shaw that the solution stll does not address key issue 82,1 by providing our variant o - |
\ . ' ; .
N The attack consists of three shaps [see Figure 2): ! [SYNC failure, AUTS o] ‘1
\ | -
N S -
N
Y

S (e

1

® © o © o

R, AUTN

) III.IMUTSJ
(" (T I B %
Figure 1

O the first slep the adwersary interoepls one lagitimate aulbenbicalion request message contaning
the pair (R, ALTH) send by the network o UE.
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Meeting 104-e (aBryct 2021)

1) Observations on TR 33.846 — LOKYMEHT C aHa/IM30M

BCex npeanaraembix B TR 33.846 pelieHui

Tabauya I: Cpaswerue pewenut, npedcmasienuox 6 3GPP TR 33.846

Hassanue pemennst Vassumoctn

#32 [#1

#2.1: Handling of Sync failure by AUTS encryption

#2.2: Encryption of authentication failure message types by UE
with new keys derived from K AUSF

#2.3: Unified authentication response message by UE

#2 4: MAC-S based solution

#2.5: Encryption of authentication failure message with SUCI
method

#2.6: Certificate based encryption of unicast NAS message
#2.7: Mitigation against the SUCI replay attack

#2 8: Assuring SUCI generation by Legitimate SUPI owner using N <7
Ksucr

#2.9: MAC, SYNCH failure cause concealment

#2.10: Solution to Key Issue #2.2: SUCT replay

#2.11: Mitigate the SUCI replay based on UE's public key J!

#3.1: Mitigation of SUPI guessing and SUCI replay attack using v v
long term key

#3.2: Adding Check Value behind SUPI to mitigate the SUPI
ing attacks

#3.3: Mitigation of SUPI guessing attack
#4.1: Using MACS as freshness in the calculation of AK

#4.2: Using symmetnic encryption function to protect SQN during
a re-synchronisation procedure in AKA

v
g
v
v
#4.3: SQN protection by concealment with SUP] in USIM _Z
i v
v
v
| IE

#4.4: SQN ion during re-synchronisation dure in
AKA
#4.5: AUTS SQNus solution for 5GS

#4.6: Using time-based or partly time-based SQN generation

#4.7: SQN protection by concealment with SUPI with £3*

NPUHSAT K cBeAeHU0 6e3 Kaknx-nmbo
CYLLEeCTBEHHbIX 3aMeYvYaHuni

2) AKA-npoTtokon «HIMK «KpunToHUT» -
npennaraetca nobasmte B AKA npotokon
C/TY4aMHOCTU C ABYX CTOPOH U BblYMUCIEHME

MMUTOBCTABOK
o o

Janpoc percTpatyi

[SUCI, Rygs MAC,]

Rus)

Banpoc Ha aymesmudbukauuro

[Ruz. AUTN]
Mposepire MAC

Ecnn (IMAC) To nepefimi k *

Ecnn (MAC) 1o n SQNk

Pt
Ecnn (ISQNyg) 10 **
Ecnu (SQNwe) To npogomxuTe,
5G-AKA 8 0BbiuHOM pexue

Baancnume RES = (K R)
BoluncnuTs Kntou ceccum
noKuR:

o= RO RES Mposepurs RES = K.R)
T D T Beluncnute KNty ceccum
noKuR:
Kuession = KDF/(K.R)
IfF*
[MAC failure]

[+ | MACY = f1"(K, SQNus , Ry, Byve)
AK*=F5"(K, . Ryg, Rioss)
AUTS = SQNye @ AK*| MAC* | [SYNC_failure, AUTS]

0006peH 1 BKAOYEH B 4OKYMeHT TR 33.846
KaK pelleHue, 3awumuarouee ot 4
YA3BMMOCTEMN
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Meeting 105-e (Hos16pb 2021)

MpeacraBneHbl 9 pokyMeHtoB opmata Change Request, cogepxawme npensioxXeHns no BHECEHWUIO M3MEHEHUN B
nokymeHT 3GPP TR 33.846 B COOTBETCTBMU C NPUHATLIM paHee AokyMeHToM «Observations on TR 33.846».

v' 7 BOKYMEHTOB 6blN NPUHATLI 6€3 KOMMeHTapueB CO 53213851 | Updalelfosouion#21 | JSRPC_ | Approved.
CTOPOHbl YYaCTHVKOB BCTpeuywn, rnpegnaraemMble N3IMeEHeHWs 5321385 | Update o soluion #22 | JSRPC_ Approved.
- ryptonite
66111 f,06aBNeHbI B HOBYIO Bepcuto JoKyMeHTa TR 33.846. 53713353 | Update fo solion #23 | JSAPC 3 is approved.
- Kryptonite
v 1 p[AOKYMEHT 6bl1 MNPUHAT nocjie corsacoBaHuA <321385 | Update o sobion #24 | JSRPC Noted.
~ H - Kryptonite
BHOCUMbIX MPaBOK C KOMMaHven Huawei, n3MeHeHUs 6binu 55500 e s F5 [ JSRPC. Tomoved
Ao06aBneHbl B HOBYHO Bepcuto gokymeHTa TR 33.846. E— : i
53-213859 Update fo solution #2.12 JSRF‘C_ Approved.
v . TTo 1 p[OKYMEHTY BHOCMMble TMpPaBkM He 6blu S Kryptonite
o _ Editor note removal for Mokia, Nokia Approved.
cornacoBaHbl ¢ koMmnaHvel Thales, OKyMeHT 6bin MPUHAT K SFIBIT | Soivons2 8 Shanghai Bell
Update fo solution #3.1 JSRPC A d.
cBefeHVto (noted), 06CYX/JeHVe BHeceHWs NPaBoK 6bl10 $3-213856 | Radte o soldion Kryptaatle e
I'IepeHeceHO Ha 2022 FOA. 53-213857 Update fo solution #4.3 ;ierlt:';“E Approved.
53-213858 Update fo solution #4.7 JSRPC Approved.
- Kryptonite
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Meeting 106-e (peBpanb 2022) JRLIESEELELE IS IELLE

«New WID on Authentication enhancements in 5GS», B KOTOpOM NpeanaraeTcs

NPOAOIXKNTL PAabOoTy MO aHANM3Y N MOAEPHM3ALMN MPOTOKONA ayTEHTUDUKALMN

3GPP TSG-SA3 Meeting #106-e §3-220059

e-meeting, 14 - 25 February 2022

Source: JSRPC Kryptonite

Tifle:  New WID on Authentication enhancements in 5GS

Document for: ~ Approval

Agendaltem:  4.13

3GPP™ Work Item Description

Information  on  Work

Items be  foond  at  hip/iwww3gpp.org Work Items

an
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900

Title: New WID on Authentication enhancements in 5G
Acronym: AUTH_ENH_R18

Unique identifier: TBA

Potential target Release: Rel-18

1 Impacts
[ Affects: ] UiCCapps | ME [ _AN_| CN | Others (specify) |
Ves | X [ x X1 !
’j> | I I I | |
Dot know | [ [ [ I ]
2 Classification of the Work Item and linked work items
2.1 Primary classification
This work itemis a ...
T Feature
1 Building Block
[

3 Justification

thentication eahancements in the 5G System” in Release 17 is now
oblems have remained, as, in view of the complexity of the
agreement.

regarding the claimed 3 ies (see §3-212
been removed from the final document TR 33.846, which made the

4 Objective

The objective of the work item is the specification of necessary network as well as UE behaviour for addressing the
concluded key issues. More specifically the following changes are expected to be specified as a result of this work item:

- <Changes to UE (<ME, USIM>) and lated to the P . such as the
AUSF, UDM>

- <Changes to the serving network functions related to the autheatication procedures, such as the AMF>

- <Changes to the SUCI calculation algerithms»

5 Expected Output and Time scale
[ Wewspecications [One line per Specification. Createiete es 25 nesded
TSR Title For info For

Type Rapporteur
number atTSG# | approval
atTSGH#
Internal TR = Study on authentication | ISG#93 | I5G#93

enhancements in 3GS

fing TS/TR {One line per specificati Tines as needed]
TSTR No. Description of change: arg: Remarks
completion
plenary#
NA A NA NA

UTor: 6611 cobpaHbl 3aMedaHins, bb110 peLleHo NPOoAO/IKNTL PaboTy Ha cieytoLLem
3acefaHunn, 4OKYMeHT noayymn ctaTyc “noted”

TdocH
53-220059

Title

Mew WID on Authenfication enhancements in 5G5S

Source Disposition

JSRPC Kryptonite Moted
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Meeting 107-e (a1 2022) «KpunToHUT» 6yaeT Ao6uBaTbCA BKIOUEHUS B NnaH paboT Release 18
paspabotku 6esonacHoro AKA-npotokona ¢ A0KasaTtenbCTBOM €ro

CTOMKOCTU B MOOENsax, nccneayrowmx ayTeHTMbukaumoo, NnpmMBaTHOCTDb
1 BblpabOTKy 06LLero Knw4a

Kryptonite, SA3 106e meeting communication
We believe that the main goal of this work is to develop a secure authentication
protocol that allows you to deal with both currently known vulnerabilities and

50ﬂee FIO.EI.p06HO B .U.OKﬂa.U.e potentially possible but not yet found attacks. And the only sufficient guarantee is the
security proof in some relevant adversary model (for authentication, privacy, key

«ELe pa3 0 BaXXHOCTU NOCTPOEHNA MOJENN B

NMPOTUBHWNKA HA NpuMepe rnpoToKoJia

SA3 106e meeting communication

dayTe HTVIq)I/IKa LU 5G-AKA» (Ll,a peropoaLles This “potentially possible but not yet found attacks” sounds like a trip into a rabbit
hole. When will you know that all or majority of “potentially possible but not yet found
KM PWW n ﬂ.p, ce KU.MH «KpMHTO Fpaq)l’iﬂ U attacks” are covered in the study? In fact, what you are proposing is not dissimilar to

studying “undetected breakins.”

KPUMTOAHANMU3» )

SA3 106e meeting communication
Objectives shall also specify measurable goals allowing, e.g, the determination that the
goals are met.
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5G PoccTtaHpapT

l

TEXHWYECKWIA KOMMTET MO CTAHAAPTUIALUMKM «KPUNTOTPADWUYECKAR JAWWTA MHC v CO3AaHa HOBa4«d pa6OL«|aﬂ rpyﬂﬂa Pr
Hoeoctk AokymeHThl MpoekTel AokyMeHToR D AKTHMEHOCTM O Hac T@opym TK26 KM nPTc

WHPOPMALWMK, HE COQEELIEA

’ R v HOAFOTOBKa MNPOEKTOB pekoOMeH4aUn %
v Mo CTaHAapTU3aLmn C
pocaicamn amne s 4 = npeanoxXeHnamMmm no BHEAPEHUHO
:EE"TH”‘:‘:”:;““‘ Pabouas rpynna 4.6 “Kpl/l rlTOHa60pOB" Ha ba3e POCCH NCKNX
v CTaHAAPTOB
Kpuntorpagpuyeckue

Pafo4as rpynne 2.5 -
MeXaHW3MbI 4NA NOABUXHHOW
MocTkeaHTOERIE

R — paanotenedOHHOM CBA3M

MENIHAIMEL

W

Pykosoawntens: puboeaosa E.C.
(HMK «KprnToHWUT:)



Cnacu6o 3a BHuMaHue!

ABTOpbI A0KNaAa:

HaBbipoB CtenaH

Cneunanucr-nccnenoBaTtenb,
JTabopatopusa kpuntorpadpum «HIMK «KpnnToHUT»
s.davydov(@kryptonite.ru

[pnboenoBa EkatepmHa

PykoBoguTenb HanpasfieHUs CTaHAAPTM3aALMM,
JTabopaTtopusa kpuntorpadpum «HIMK «KpnunToHUT»
e.griboedova@kryptonite.ru



